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Security Games

 Two asymmetrical players: Defender and Attacker
e Each game is composed of m time steps.
* Each player chooses an action to be performed in each time step.

* A player’s pure strategy g, (P €{D, A}) is a sequence of their actions in
consecutive time steps: o,=(a,, a,, ..., a,,).

* Defender commits to his/her strategy first.
 Attacker, knowing the Defender’s strategy, chooses his/her strategy.

* Defender always commits to a mixed strategy.



Stackelberg equilibrium

Stackelberg equilibrium: a pair of players’ strategies, for which strategy change
by any of players leads to his/her result deterioration.

(ﬂ'E, R(TK'*D)) € Ilp X 114

7w = argmax, 1, Up(7p, R(7p))
R(mp) = argmax, e, Ua(7p, 74)

G € {D, A} - players (Defender, Attacker)
I1g - a set of player's G all mixed strategies
Ug¢ - payoff of player G

Goal: find optimal Defender’s strategy



Real-life applications

S
TSR

US Coast Guard in
Boston Harbor

Los Angeles Airport

Ticket Required Beyond This Point

Poaching in Uganda Tickets control in Los Angeles 3
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Ua: 0.4,-0.3
Up:-0.5, 0.2

Ua: 1.0,-0.5
Up:-1.0, 0.4



Example —scenario 1

Ua: 0.8,-0.4
Up:-0.7, 0.3



Example —scenario 1

3 Ua: 1.0,-0.5
Up:-1.0, 0.4



Example —scenario 1

3 Ua: 1.0,-0.5
Up:-1.0, 0.4

Ua: 0.4,-0.3
Up:-0.5, 0.2



Example —scenario 1

3 Ua: 1.0,-0.5
Up:-1.0, 0.4



Example —scenario 1

Ua: 0.4,-0.3
Up:-0.5, 0.2

Ua: 1.0,-0.5
Up:-1.0, 0.4
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Example - mixed strategy
I3
to,t3.1,

9
4
c Ua: 0.8,-0.4

Ua:-02 t Up:-0.7, 0.3
Up: 0.1 ’[0 01,

0.6, (7,4,4,4,4) 10
0.1, (7,8,9,9,9)
0.3, (7,4,5,2,1) 3 Ua: 1.0,-0.5
Up:-1.0, 0.4
Up: 0.4,-0.3
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Example - mixed strategy

o oo
W -+ O

) (7,4,47414)
’ (7a8195919)
’ (7!4,512!1)

Ua: 0.4,-0.3
Up:-0.5, 0.2

10

Ua: 1.0,-0.5
Up:-1.0, 0.4

to,taty

Ua: 0.8, -0.4
Up:-0.7, 0.3
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Example - mixed strategy

0.6
0.1, (7,8,9,9,
0.3, (7,4,5,2,1) 3 Ua: 1.0,-05
Up:-1.0, 0.4
Ua: 0.4,-0.3
Up:-0.5, 0.2

Us(mp,m4) =0.3-—0.24+0.1-—0.4+ 0.6 - 0.8 = 0.38
Up(np,m4) =0.3-0.1+0.1-0.3+0.6- —0.7 = —0.36
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Evolutionary Algorithm for Security Games (EASG)

ﬂSenerate initial set of encoded
\ Defender’s mixed strategiesJ

v

Is generations

Yes Return best \
“\_ Defender’s strategy

limit reached?

Crossover:
Merge randomly selected pairs of chromosomes (mixed strategies)

v

Mutation:
Change actions in randomly selected elements of chromosomes (pure strategies)

v

Evaluation: \
Calculate fitness function value of all chromosomes — the Defender’s payoff against
k the optimal Attacker’s response to a strategy encoded in a chromosome

next generation K

Selection:
\Choose chromosomes for the next generation

Zychowski A., Mandziuk J. Evolution of Strategies in Sequential Security Games.

Proceedings of the 20th AAMAS conference, pages 1434-1442. 2021
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EASG - crossover

* Crossover role: combining existing solutions
* Each individual takes part in crossover with crossover rate probability p,

1 1 2 2
p P p P
CH{_5 = {(0'11, ?1), e (0'111, 71), (0'12, 71), ey (0'122, —2)}

» After crossover each pure strategy may be deleted
with probability equal to (1 - p7)?



EASG - mutation

* Mutation role: introduce some random perturbation to explore new areas of the
search space

* Each individual is mutated with mutation rate probability p,,

 Random pure strategy O'iq is chosen which is modified starting from the random time
step

9 _ ’r 7 /
o'l = (a1,a2,...,a5-1,a5,a, ,...,0y)



EASG mutation - example
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Mutation enhancements

* EASG,, - EASG algorithm with repeated mutation.

* MANPS,, MANPS, - mutation adds new pure strategy - a uniformly
selected pure strategy is added with a uniformly sampled probability.

* MCP,, MCP,, - mutation changes probability - a probability of randomly
selected pure strategy is uniformly changed.

* MSP,, MSP, - mutation switches probability - probabilities of two randomly
chosen pure strategies are switched.

* MDPS,, MDPS, - mutation deletes pure strategy -a randomly chosen pure
strategy is removed.

« MCWPS - mutation changes the weakest pure strategy - mutation is applied only
to a pure strategy with the lowest payoff.

« MDWPS - mutation deletes the weakest pure strategy - pure strategy with
the lowest payoff is deleted



2
1110]0.03 B ,|o]0.03 ,[0]0.03 | |_|_
A[-0.03 NI Al-0.03 Al-0.03 1 2 4 3
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Experimental setup ool (FEEY (RN (FREEy [, T, 6}7
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Search Games



Results

Defender’s payoff | Computation time [s]
WHG | SEG @ FIG |WHG| SEG | FIG
EASG |0.017 0.108| 0.031 | 152 | 2534 328
EASG,, 0.017| 0.135  0.037 1206 21913 3051
MANPS; | 0.014 0.059| 0.031 | 156 K 2548 313
MANPS,,| 0.016| 0.139 0.036 | 1366 21892 2988
MCP; | 0.015 0.074 0.030 | 148 #2422 336
MCP,, | 0.016| 0.131 0.037 | 1285 22651 3008
MSP; | 0.013| 0.099 0.024 156 | 2583 | 316
MSP,, | 0.016 0.108 0.037 1332 21447 2931
MDPS; | 0.013 | 0.052 0.029 | 147 | 2620 | 313
MDPS,, | 0.013 | 0.053 | 0.026 | 1283 22026 2900
MCWPS | 0.013 | 0.046  0.030 | 148 | 2612 @ 321
MDWPS | 0.008 | 0.058 | 0.018 | 139 K 2361 299

The average Defender’s payoff and the computation time for various mutation operators. The best results are bolded.
Results that are better than the baseline version of the algorithm (EASG) are underlined. In cases where the difference
between the baseline version (EASG) and a given variation is statistically significant the result is highlighted with a gray
background.




Conclusions

* Repetition of mutation operation leads to improvement of SSGs
outcomes, though at the expense of significant increase in
computation time.

* The proposed modifications offer a viable alternative to the base
EASG formulation for cases when computational cost is less
Important.






EASG crossover - example

i3

0.5, (7,4,5,2,1)
Ua: 1.0,-0.5 3
Up:-1.0, 0.4
Up: 04,03
'3 Up:-0.5, 0.2
to,tzly
9
Up: 0.8, -0.4
Ua:-02 Up:-0.7, 0.3

0.30, (7,4,4,4,4)
0.05, (7,8,9,9,9)
0.40, (7,4,5,2,1) 3 Ua: 1.0,-0.5
Up:-1.0, 0.4
Ua: 0.4,-0.3

Up:-0.5, 0.2

Up: 1.0,-05
Up:-1.0, 0.4
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MANPS - mutation adds new pure strategy - a uniformly selected pure strategy is
added with a uniformly sampled probability

0.48, (7,4,4,4,4)

0.6, (7,4,4,4,4)

v.1, ({/,0,9,9,9) v.vo, (/,0,9,9,9)
0.3, (7,4,5,2,1) 3 Ua: 1.0,-0.5 0.24, (7,4,5,2,1) 3 Ua: 1.0,-0.5
Up:-1.0, 0.4 Up:-1.0, 04
Ua: 0.4,-0.3 Ua: 04,-0.3
Up:-0.5, 0.2 Up:-0.5, 0.2
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MCP - mutation changes probability - a probability of randomly selected pure
strategy is uniformly changed

0.6 0.4, (7,4,4,4,4)
0.1, (7,8,9,9, 0.4, (7,8,9,9,9)
0'3’ (7’415’2’1) 3 UA: 1.0,-0.5 02, (7,4,5,2,1) 3 UA: 1.0,-0.5
Up:-1.0, 0.4 Up:-1.0, 0.4
Ua: 04,-0.3 Ua: 0.4,-0.3
Up:-05, 0.2 Up:-0.5, 0.2
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MSP - mutation switches probability - probabilities of two randomly
chosen pure strategies are switched

. (7,4,4,4,4)
(7,8,9,9,9)
,(74521) 3 Ua: 1.0,-0.5
Up:-1.0, 0.4

OoOo
(JD—LO)

Ua: 0.4,-0.3
Up:-0.5, 0.2
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MDPS - mutation deletes pure strategy -a randomly chosen pure strategy is
removed

0.6, (7,4,4,4,4)
0.1, (7,8,9,9,9) 25, (7,8,9,9,9)
0.3, (7,4,5,2,1) 3 Ua: 1.0,-0.5 0.75, (7,4,5,2,1) 3 Up: 1.0,-05
Up:-1.0, 0.4 Up:-1.0, 0.4
Ua: 0.4,-0.3 Ua: 0.4,-0.3
Up:-0.5, 0.2 Up:-0.5, 0.2
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MCWPS - mutation changes the weakest pure strategy - mutation is applied only
to a pure strategy with the lowest payoff

0.6, (7,4,4,4,4)

| 0.6, (7,4,4,4,4) 10
U. | y \/,0,9,9,9 ) “ 1 y | f , s ﬁ‘
0'31 (714’512=1 ) 3 UA: 1.0,-0.5 03, (7,4,5,2,1 ) 3 UA 1.0,-0.5
Up:-1.0, 0.4 Up:-1.0, 0.4
Up: 0.4,-0.3

Ua: 0.4,-0.3
Up:-0.5, 0.2
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MDWRPS - mutation deletes the weakest pure strategy - pure strategy with
the lowest payoff is deleted

0.6, (7.4,4,4,4)

v.1, (/,0,9,9,9)
0.3, (7,4,5,2,1) 3 Ua: 1.0,-05 3 Ua: 1.0,-0.5
Up:-1.0, 0.4 Up:-1.0, 0.4
Ua: 0.4, -0.3 Ua: 0.4,-03
Up:-0.5, 0.2 Up:-0.5, 0.2
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Example — scenario 2

Ua: 0.8,-0.4
Up:-0.7, 0.3
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Example — scenario 2

Ua: 0.4,-0.3
Up:-0.5, 0.2

Ua: 1.0,-0.5
Up:-1.0, 0.4
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Example — scenario 2

Ua: 0.4,-0.3
Up:-0.5, 0.2

Ua: 1.0,-0.5
Up:-1.0, 0.4
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Example — scenario 2

Ua:-0.2
Up: 0.1

10

3 Ua: 1.0,-0.5
Up:-1.0, 0.4
Ua: 0.4,-0.3
Up:-0.5, 0.2

Ua: 0.8,-0.4
Up:-0.7, 0.3
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Example — scenario 2

Ua:-0.2
Up: 0.1

Ua: 0.8,-0.4
Up:-0.7, 0.3

SECR

3 Ua: 1.0,-0.5
Up:-1.0, 0.4
Ua: 0.4,-0.3
Up:-0.5, 0.2
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